
* Proof by cases or induction

Negation Conjuction Disjunction Implication
X = a (modp) is equal to

X = a + kp for some integer
12.

2(p
- 1)(a- 4

= 1(modPa)

Weak : Assume P(K)

Strong : Assume P(O) , P(1)
, .... P(K) ryptography

·

message = M

The sender sends y,
which equals me(modN)

- The public key is (N, c) .

Nis pq where

p and a are primes and unknown to the

Proof by
sender

.

contradiction
The private key has primes p and a

and also d = e
- (mod(p-1)(q - 1)

- e and (p-1)(g-1) must be coprime.
- The receiver receives y and raises it

It is a face (bounded by edges).

to the d power .

y
= me (modN)

ya = mea(modN)

y
"

(modN) = m

Example : m = 2 Public key : Private key :

(15
, 3) d = 3

, p
= 3

, 9 = 5

- Complement of G is E
.

GandG have opposite edges.
Encrypt : y = mc (modN) = 23 (mod 15) = 8 (mod 15)

Bijection : You can pair Decrypt : 8"(mod is) = S12 (mod ist =2 (mod 15)

every element is set A

to a unique element so m =2
.

in set B.
- Use repeated squaring when encrypting and

decrypting with large exponents.

- Assume stable and prove vogue Pigeonhole Principle : Let n and k be positive integers. Place n objects into k

couple or rise versa
boxes. If n > k

,
at least one box must contain multiple objects.



Stable

N

-st day any job

was rejected by its optimal candidatee · Then * must

be equal in preference to J * s optimal candidate.

Therefore
, (J*, ( *) is a vogue couple in T

,
which

means it can't be stable. Contradiction .

Proposer Optimal => Receiver Pessimal

Let T be the job optimal output which

contains (5 .) . Assume S is stable and contains

25 C
*) and (5*, 2) where J

*
25 for C

.
So < prefers

5 to 5* and 5 prefers (to L *
because (is matched

with 5 in the optimal matching 5
. Thus

,
(5, 2)

is arogue comple in S and so is not stable.

So
, job optimal => candidate pessimal .

Graphs
A complete graph Kn witha vertices has (2)
edges .

f

[i = Ze. The total sum of the size of all faces

i= 1 in a planar graph G is 22.

Finding the multiplicative inverse of 7 (mod 68)

7)(0)+ 68(1) = 68 Reduce until I

< (1) + 8(0) = 7 - 29 is the inves
.

7(a) + 68(1) = 5 - 29 = 39 mod 68
.

7(10) + 68(- 1) = 2

7)(-29) +68(3) = 1

In modp ,
a polynomial can have a leading

coefficient up to p-1,
while the other a coefficients

can be up to p.

For example ,
there are (p-1pd polynomials of

for the outcome ?

Can the same outcome happen again ?
degreed in mod p.

There are (p-10 polynomials of the form

a(x - r)2

There are (p-1)(2) polynomials of the form

a(x -r
, )(x - rz) .

There are (p-1)(p" - (2) - p) polynomials with

-
= (n +

k -

1) O roots and degree d
. (p-1(b) represents all degree

2 polynomials with 2 roots and (p-1)p represents all

degree 2 polynomials with 1 root
. (p-1)p' represents

all polynomials of degree 2.

CANTSTANFURD can be rearranged in
Factorial of total letters -Factorial repeat
X letters can be arranged XI ways
Divide by additional conditions.

# I so (is before S is before D in any
31 ordering



=BA

rVar(X)

Geometric Distribution

Models how many trials are needed until the first

success. Let X= # of flips until first H.

XwGeometric(p) X is a geometric RV with probability p .
p(X = x) = (1 -p)

* -
p E(X]= Var(x) = P

p3

Memoryless property : If m trials have already failed
,

the

remaining waiting time is distributed the same as if

you are starting over
. Essentially ,

the coin doesn't remember

its past flips .

P(x > m + n(x) m) = P(X > n)

Poisson Distribution

Models how many times an event happens in a fixed

interval
.

* average number of events per interval

P(X = x)= E(X]= x Var(X) = X

Distributions
Name Parameters Abbv

.
PMF (P(X = x)) E[X] Var(X)

Bernoulli p = probability of success X -B(p)
P(X = 0) = 1 -

p
E(X] = P var(X) = p(l - p)

P(X = 1) = p

Binomial
n = number of trials

p = probability of success
X-Bin(n, p P(X = x) = (p)p+ (1 - p)

- x

E(X] = npVar(x) = mp) -p)

Geometric p = probability of success XNGeom(p) P(X = x) = p(l-p)* - 1 E(X] = Var(x) = t
Poisson X = mean number of events X-Pois(x) P(X = x)= E[X] = X Var(X) = x

X !

Markov's Inequality
↑ (X = c) = EX) for a nonnegative BV

,
X with a finite mean

.

The probability that XIC is at most the mean of X over

2. The chance that X is at least a is at most the average

size of X divided by a. Given a small mean
,

the probability
of getting a large value is small .

Chebyshev's Inequality
P (IX-E(X]) = 2) - Xa(x) for both tails

The probability that a RV X is at least away
from its mean is at most Var(X)/c 2 The

probability a RV is far from its mean is small

and it shrinks with 1/(distance)

P(X - E(x) = 2) = P((X - E(X]) = c) - (a(x)
Var (X + Y) = Var(X) + Var(Y) it independent.

Single tail Both fails

Central Limit Theorem

When n is large,
the distribution of the sample mean or

sample sum of identical distribution RVs looks Normal ,

regardless of the original distribution.

⑭Eliz = X , , X2
, Xs, ...,

Xn : Independent and identically distributed (i.
i

.

d .) RVs

F[X]ECY] Each Xi has mean
,

M
,

and standard deviation
,

0.
L

= P(Xny) - P(X)P(y) Sample Sum : Su= X : Elsu]ne SD(S=r
i= 1

variance

Suman wo for largeis

Sample Mean : In= X: EXn] =u SD(x)=
mean

↓
variance

↓

XneN(e, ) for large n

Continuous Random Variable

random variable with parameter

p. x + 50, 13
. P(X = 1) = p , P(X = 0) = 1- p .

Takes uncountably many
values (any real number in an interval

↑(X= a)= O because a single point has no width
.
Instead of P(X =a)

,

Let la be the Bernoulli variable for event A w/
P(aX1b)

.

What is the probability that a RO lies in some interval ?

parameter P(A) .

Probability Density Function
ECIA] = P(A) = p The PDF is the actual curve of the distribution. Probability

Var((a) = p() - p) is the area under the curve.

Binomial Distribution Properties : E = Jxfx()
Models the number of successes ina independent & Non-negativity : fx(10 for all X. = S % P(X2x)dx
identical trials

,
where each trial succeeds with ② Interval Probability : P(a = X = b) = Jafx(x)dx

D

probability p. For example, flipping a coin multiple Normalization : J-0fx(t)d+= 1 Total probability sums to

times
.

Converges to Poisson as - o Cumulative Distribution Function

Let Xi = 20flipi t
Sta

#x(a) =P(X = a)
.

Gives the probability that X is to the

Xi ~ Bernoulli (p) Xi is Bernoulli RV with probability p left of a. P(a=X= b) = P(acX- b)

Let X= P(X = x) = (k)p + (1 - p)n
-=

Fx(a) = (ofx(x)dxFx(x) = fx(x)

X-Bin(n , p) X is Binomial RV withu trials and
Properties :

probability p . ① Now decreasing : Ex (x) never goes down
, only add probability as

E(X]= EXTEP = P Var()=ar()=L you go right. - a and a refer to the bounds
of the domain of X.

So if X is

= np(l -p) ② Limits:timFx(x)= 0 xF(x)= 1 only over a tod
,

use a and d

instead of - a and a



Discrete vs. Continuous Markov Chains Definitions

Discrete Continuous Irreducible : Can go from every state i to every other

Expectation E(x] =Ea
. P(X= # [x] = (% afx(a)da state in a finite # of steps .

Also meansexists
.

Period of State i : Find all the possible paths to

LOTUS Elg(X)] = Eg()P(X = x) Elg(x)] =/g() · fx(t) dt
go from state i back to state :

.

Record the step

count for each . Take the gid of all the step

Total Prob P(BJ= PIBIADPLAS PLBJ=P(BIA]f(dt counts to get the period of State i.

IF A MARKOU CHAIN IS IRREDUCIBLE
,

ALL STATES

Variance Var(x) = E(X] -(E(X]) Var(X) = -xf(x)dx- (Jax+ (x)dx)) HAVE THE SAME PERIOD!!!

Uniform Distribution Aperiodic
A random variable is uniform on an interval it every

Period of all states is 1
.

value of the RU within the interval is equally likely Fundamental Theorem of Markov Chains

XwUniform (a, b)
,

where ab is the interval If a Markov Chain is irreducible and aperiodic,
then

for any starting distribution (i.e. 20.5 0. 53 means 50 % shance

PDFix = &bab (DFF(x)= start in State O and 50 % in State 1)
,
the probability of

being in state i at step n converges to the same value

↑((Xd)= Intervalofprobabilita b # from the invariant distribution IT
.

Formally,

if a Markov Chain is irreducible and aperiodic
,

E(X]=
b Var(X) = (b) then for

any initial distribution No
,

we have that

Exponential Distributions In & It as nex , and It is the unique invariant distribution

Models waiting time until an event happens for the Markov chain.

X Exp(x) -> X = time until first success ,
X = rate at Markov Chain Applications

which successes happen Let X = # of steps before reaching state A :

2(i) = 0 if i =A =Already at A

PDF : fx(x) = SXe-*XO CDF : Ext= P(X = H =-e(i)+P(j)a(j) = Step from itoj plus future stepa

Probability that X happens

P(a(x (b) = Jaxe-+
dx by+ Probability of Reaching A before B :

↓ (i)= 1 if i = A => Already at A

Survival function : Probability that object survives past + a (i) = 0 it i = B => Already at B

Sx(t)= P(X - +) = ) - Fx(t) = e
-

x+
· (i)= [P(i,j) < (j) => Land in state j with p = P(i, j) and

future steps =< (j)
E[X]= Var(X) = * Euclidean Algorithm for Finding Inverses

Memoryless property : If m time has already past,
the Find inverse of 63/mod 71)

additional waiting time does not depend on the

past . P(x > m + n(x) m) = P(X > n) 63(0) + 71))) = 71 E
,

63(1) + 71(0) = 63 Ez

Normal Distribution 63(- 1) + 71(1) = S Es = E
, -Es

XwN(m,
o) means X is normally distributed with 63(8) + 71(7) = 7 En = Ez-TEs

mean u and variance o 63(9) + 71)8) = 1 Ej = Eg -Ey

PDF : fx(x)=

I
e

- (x -u)2/(2x)
E

(DF : Fx(x) = P(X = X)
+

2
So 63(-9) = /(mod71) so inverse is - 9 = 62(modT)

P(a = X(b) = ( fy(x)dx =E. Confidence Interval

Using Chebysher's Inequality , give a 95% confidence

E[X] = u Var(X)=
raXvN(M ,

2)
interval for p , given that 50 people in your

z : Ar sample of 100 people tested positive for having
Sum of Independent Normals : z vN(O, 1) the flu .

X- NSO
, 1) and YWN(O, ) P(X = X) = p(z = (4)

z = aX + by - N(0,
a+ b4) Let X = proportion of ppl who test positive

Markov Chains X=
States - represented by circles

Transition Probabilities going out of
any state should Var(X) = Var (Xi)= var(X) =Var(X)

add to 1.

#= P
,

it is a rector of the probability distribution Assume p =. Var(X) = p)l-p) =-=
of Xn .

I = [to H , . . . Tin] A p/2
-

> To ⑧ O Var(X)= Var(x)=2
I -P

I 2

O O

p =
From↑ O 1-p I &Ban P(IX-E[X]1 = c]>ar=State 8 pro

All rows add to 0. We want no to be at most 1-95% = 5% = 0. 05= it
Represent final states with a self loop of p = 1.

Solving :

toit① Write out balance equations andi = Actual center= = S
/I &

L

CHo IT
, ie] = [to I

, Th]

Spo
Cl : (2-,+]

9 Halting Problems

① Identify the problem being solved :

Ho = Ho +#
, p + T2fz Solve for all Iti in terms Does P(x) halt

,
loop, etc.

T = Tzb of p. & Identify the magic tool (special function)

Hz = T, (l -p) ③ Create an inner function and pass it as an

To + H
,
+

z
= 1 argument to the magic tool .

⑦ Use some sort of signal in the inner function,

usually call the P(x) for the program P and input

X
, given as parameters.


